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“The contents of this report and any attachments are confidential and are ntended solely for auhorized recipients ony. The information may also be legally priviieged. This report s sent n trust, for
the sole purpose of delivery 1o the ntended recipient. If you nave recsived tis repor in e any Use, reproduction or dissemination o this repor s sirctly prohibited . If you are not the intended
Tecient, plesse imemedietay oty the sonder and delel ti repod and a tiachments
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Account Management

Description
‘This report details Account Management events matching the criteriz specified in the report parameter, which reflect security events: 624, 625, 626, 629, 630, 631, oz, 6,
638, 635, 636, 637, 636, 639, 640, 641, 642, 643, 644, 645, 646, 647, 648, 649, 650, 651, 652, 653, 654, 655, 656, 657, 658, 639, 660, 661, 662, 663, 664, 663, 666,
867, 665, 671, 685. This data can be fiiterd by specifying stricter report parameters.
Date Range : 1/31/2004 10:07:06 AM - 10/27/2006 10:07:06 AM
Server Name : <All>
Member : <All>
Caller Domain: <All>
Caller : <All>

Events
3 8
i e
T II"II Illll‘

40 80 0

Total Events

Al dates and times shown in Mountain Standard Time: ©2006 Report Date 10/27/2006 10:07:42 AM  Page 2/12




AD Domain Policy Change Tracking

Action: Audit Policy Change (Event Total: 2)

Server Count Event Count First Occurrence Last Occurrence

1 2 1/12/2007 2:59:31 AM 1/12/2007 1:13:04 PM

Date Time Generated Server Account Details

1/12/2007 2:59:31 AM ACS\TST-ACS-DC$ NT AUTHORITY\SYSTEM Policy Changed Old State/New State
CLogon Logoff Enabled/Disabled
OObject Access Disabled/Disabled
OPrivilege Use Disabled/Disabled
OAccount Management Disabled/Disabled
OPolicy Change Disabled/Disabled
OSystem Disabled/Disabled
ODetziled Tracking Disabled/Disabled
ODirectory Service Access Disabled/Disablad
OAccount Logon Enabled/Disabled

[12/2¢ :13:04 Ph ACS\TST-ACS-DC$ NT AUTHORITY\SYSTEM Policy Changed Old State/New State

CLogon Logoff Enabled/Disabled
OObject Access Disabled/Disabled
OPrivilege Use Disabled/Disabled
CAccount Management Enabled/Disabled
OCPolicy Change Enzbled/Disabled
OSystem Enabled/Disabled
ODetziled Tracking Disabled/Disabled
ODirectory Service Access Enabled/Disabled
DOlAccount Logon Enabled/Disabled

Action: Kerberos Policy Change (Event Total: 1)

Server Count Event Count First Occurrence Last Occurrence

1 1 1/12/2007 1:45:51 PM 1/12/2007 1:45:51 PM

Date Time Generated Server Account Details

1/12/2007 1:45:51 PM ACS\TST-ACS-DC$ NT AUTHORITY\SYSTEM KerOpts: 0x80 (none);

OKerMinT: 0x53d1ac1000 (none};
COKerMaxT: 0x53d1ac1000 (none);
OKerMaxR: 0x58028244000 (none);
CKerProxy: 0xb2d05e00 (none);
OCKerLogoff: 0xa07c800000000 (none);

< 6

Detailed Event Drilldown report allows you to drill into the details of a specific event to view all
available attributes stored in ACS plus online knowledge links for specific event IDs.

Detailed Event Drilldown

Event ID: 566 Security Category: Directory Service Access
ACS Collection ID: 5536 EventLogSequence: 2880
Date Time Information Machine Information
Collection Time: 1/19/2007 3:50:31 PM Event Machine: TST-ACS-DC
Creation Time:  1/19/2007 3:49:35 PM Agent Machine: ACS\TST-ACS-DCH

Collection Latency: 56.00 seconds

User/Machine Information

Domain User Name Logon ID SID
Header: NT AUTHORITY SYSTEM nia 5-1-5-18
Primary: ACS TST-ACS-DCH 999 5-1-5-21-3322866454-2080423427-2497129807-1003
Client: ACS TST-ACS-DCH TST-ACS-DCY S-1-5-21-3322666454-2080423427-2497129807-1003
Target: n/a nfa nfa na

String Details
ObjectType %{19195aSb-6da0-11d0-afd3-00c04fd930c8}="domainDNs"
Dbject Name %{59%fecl9c-c9d7-4d0a-8d50-643c3a4849de }="DC=ACS,DC=dev"
Access List %%7685="Control Access"
Operation Type Object Access

Properties %% 76585="Control Access" % {1131f6aa-9c07-11d1-f79f-00c04fcZded 2 }="Replicating Directory Changes" %
{19195a5b-6da0-11d0-afd3-00c04fd930c9 }="domainDMs"

Sub System DS
Handle ID -

AccessMask 0x100
String0D9
String10

Event Guidance

online Security Encyclopedia: Ultirmate windows Security Website
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USE OperationsManagerAC

GO
UPDATE dbo.SVT_Reportltems

SET ItemValue = 'Sample Confidentiality Disclai mer'
WHERE Product="  ACERForensic'

AND Report = 'ALL'
AND Reportltem = 'Confidentiality’
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