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Extend the Security Auditing solutions with the Audit 

Collection SYSLOG Gateway which provides centralized 

security event collection, alerting, reporting and storage for 

syslog enabled devices via the Audit Collection Service. 

After installing the gateway and enabling syslog event 

forwarding on endpoints, your syslog events will be 

processed into a Windows Security Event Log for ACS to 

consume.  

COMPONENTS 

 Gateway Service 

 Generic Syslog Report 

 Generic Syslog MP 

 

COMMON SYSLOG SOURCES 

 Cisco Devices 

 Environmental Devices 

 Firewall Devices 

 Mainframes 

 Network Devices 

 UNIX/Linux Servers 

 

SYSL OG C OL L E C TI O N  

 Auth & Auth2 Events 

 Via UDP or TCP 

 Filtered at Endpoint 

 

MIN.  REQUIREMENTS 

 Windows 2003 SP2 

 Operations Manager SP1 

 Audit Collection Service 

 32bit & 64bit Supported 

 Syslog Forwarding 

enabled at endpoint 
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Security Auditing 
Audit Collection SYSLOG Gateway™ 

“Now we’re able to run reports and analytics to determine 

if there are any violations that need investigation or 

remediation before the auditors even arrive. That’s 

something we simply couldn’t do before.”  

- Fortune 500, IT Manager 

 

EVENT COLLECTION PROCESS 

 

Step 1: Enable SYSLOG event forwarding to Gateway Server 

Step 2: Gateway translates into local Windows Security Event 

Step 3: ACS collects event on Gateway Server 

Step 4: Alert, Archive & Audit 

 

Secure Vantage Technologies -  Leaders in  System Center  Based Securi ty Solut io ns 

Agent-less Solution 

Licensed per Gateway Server 
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Audit Collection Syslog Gateway™ Architecture Overview


