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 Account Management 

 

 Auditing Integrity 

 

 Authentication 

 

 Directory Services 

 

 Group Policy 

 

 Object Access 

 

 Policy Changes 

 

 Privilege Use 

 

 Windows Firewall 

Move to the next generation of enterprise security 
management with the Secure Vantage Compliance 
Security Suite for Microsoft System Center.  
 
The Secure Vantage Security Management solution 
delivers unprecedented real-time alerting and health 
monitoring of all Windows security events & group 
policy settings across your entire Windows enterprise.  
 
The Security Management solution leverages your 
existing System Center Operations Manager 
environment and provides the foundation for 
implementing Windows security alerting, controls and 
operational processes within your organization. 
 
Within minutes of installing our solution, your 
environment will transform into a security 
management system with immediate visibility into 
existing security violations, expert knowledge 
guidance for managing those violations, associated 
operational views and reporting. Optimize your 
existing investment in System Center and discover 
how easy Security Management can be for Windows 
systems. 

W INDOWS  SE CURITY   

Get rule-specific auditing of 

predefined security events and 

controls within your 

organization and data center. 

 

GROUP POLICY 

Audit security configurations 

and monitor changes to Group 

Policy settings, configurations 

and applied policies.   

 

CUSTOMER PROVEN  

“Using Microsoft System 

Center Operations Manager 

2007 and the Secure Vantage 

Compliance Security Suite to 

streamline our processes and 

get better efficiencies, we 

reduced the workload on other 

engineering teams by 5,700 

hours.”  Director Enterprise IT 

Management, Fortune 1000 

Secure Vantage Security Management 

www.SecureVantage.com 

 

SO L UTION FE A TURE S  
 

 Over 400 Alert Rules 

 Alert Monitoring Templates 

 Expert Knowledge Content 

 Group Policy Change Tracking 

 Pre-Filtered Operations Views 

 Response & Remediation Tasks 

 SMB & Group Policy Security Reporting 

Security Management packs 
for System Center Operations Manager 
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The Group Policy Auditor (GPA) enables detailed GPO 
setting discovery and auditing that provides reporting 
metrics on policy configuration, baseline exceptions, 
compliance alerting and historical change tracking of 
Windows Server security policies. This solution 
improves visibility into potential configuration issues 
and audit assessments by extending your auditing trail 
of GPOs to identify both Users making changes and the 
security settings being changed. 

A LE RTING  EXA MP LES  

Over 400 Alerting Rules for 

Windows Security, including: 

 Admin Group Changes 

 Audit Log Cleared 

 Audit Policy Changes 

 Domain Policy Changes 

 Domain Trust Changes 

 Group Member Added to X 

 IPSec Policy Changes 

 Kerberos Policy Changes 

 Multiple Logon Failures 

 Password Policy Changes 

 Privilege Use Failures 

 Scheduled Task Created 

 Security Privilege Failures 

 Service Installation Failure 

 Setting Not Equal to X 

 SysVol Changes 

 User Account Disabled 

 User Account Locked 

 User Account Unlocked 

 User Rights Assigned 

 User Rights Removed 

 

KNOW LEDGE CONTENT  

Knowledge content is compiled 

from industry experts and 

Microsoft resources to provide 

hybrid of best practice guidance. 

 Windows Security Expert, 

Randy Franklin Smith 

 Microsoft Security Guides 

 Published Regulations & 

Standards 

 Windows 2003 SP2 or Windows 2008 

 Operations Manager 2007 SP1 or R2 

 System Center Essentials Supported 

Security Auditing & Compliance 

Solution Requirements 

The Windows Security Auditor (WSA) provides 
comprehensive alerting and operational services for 
auditing Windows Server security events. With pre-
defined alerting, collection rules, operational views, 
remediation tasks and reporting, this solution 
complements any Windows environment. Implement 
Windows security event auditing „best practices‟ out-of-
box and leverage the extensive monitoring template 
library to customize the solution for your specific needs. 

WINDOWS SECURITY AUDITOR  GROUP POLICY AUDITOR 

Looking for more detailed reporting or auditing capabilities? The Security Management solution can easily 
be upgraded to provide more comprehensive Windows security event collection, advanced reporting 
services and regulatory compliance knowledge libraries.  
 
Security Auditing: Archiving & Reporting solutions for the Audit Collection Service (ACS) 

Security Compliance: Regulations & Standards knowledge modules for Operations Manager & ACS 

www.SecureVantage.com 

 

Security Management packs 
for System Center Operations Manager 

Secure Vantage and our channel partners provide a 

variety of consulting and engineering services to help 

ensure your project‟s success, including: 

 

 Architecture and Planning 

 Custom Development 

 Implementation & Setup 

 Solution Optimization 

 Solution Training 

Solution Services 

“Over the past three years, Secure Vantage solutions 

have helped us enforce security controls and provide 

reliable audit reports for our Windows Servers with 

greater ease and fewer manual resources.”  

– Fortune 1000 Financial Customer 


