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Executive Summary 

Supporting todayõs dynamic business efforts to address Governance, Risk, and Compliance 

(GRC) needs and comply with regulatory acts such as Sarbanes-Oxley, HIPAA, and PCI is a 

requirement for many organizations. One of the most challenging hurdles in implementing 

an audit and compliance solution is the gathering of security event data from the many 

distributed computers, systems, and assets governed by these regulations. System Center 

Operations Manager 2007 provides the ability to centrally gather audit data from Windows 

systems through a feature called the Audit Collection Services (ACS). The Audit Collection 

Services collects, consolidates, and reports on Windows security event log data in near real-

time with an extensible infrastructure designed to support centralized security log collection 

across the enterprise. Organizations can further enrich the ACS infrastructure by archiving 

collected data, implementing historical reporting, employing advanced analytics, and non-

Windows event collection with Secure Vantage Technologies. The combination of System 

Center Operations Manager with Audit Collection Services and Secure Vantage creates a 

world class enterprise auditing solution.
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Audit Collection Services Overview 

In todayõs Enterprise IT environments companies need to ensure optimal performance and 

availability of vital business services while maintaining safeguards and controls over the 

assets providing those services. To address this need most organizations start IT 

Governance, Risk, and Compliance (GRC) initiatives in which monitoring assets plays a key 

role in validating enforcement of controls and processes. 

 

One common area of focus in monitoring assets is to enable audit policies which track 

specific types of activities. While this task alone can be daunting, the bigger challenge 

remains to collect the audit information and render it in a useful format for auditors and IT 

operations. To help support this need, businesses can use the Audit Collection Services 

(ACS) provided with System Center Operations Manager. 

 

The Audit Collection Services is designed to provide secure, reliable enterprise auditing for 

Windows Security Logs. ACS provides a near real-time collection channel that is tamper 

resistant, lightweight over the network, and optimized for centralized security log collection. 

ACS delivers on three core principles to enable enterprise auditing. 

¶ Compliance: Centrally collect, monitor, archive and report on security events 

¶ Auditing: Maintain audit trail of internal security related activities 

¶ Scalable & Secure: Infrastructure must guarantee collection and integrity of large 

volumes of security events 
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History of ACS 

The Audit Collection Services (ACS) started as project inside the Windows Server team with 

the intent to provide a service that could centrally collect Windows server security events.  

The nature of security events requires all events to be collected without being initially 

filtered.  At the time, MOM 2000 was not an option as its core functionality used event 

filtering; only forwarding data of interest to a central repository.  Due to large data volume, 

scalability was an issue as well. Therefore, the Windows Server team decided to build its 

own platform. 

 

The project continued as an independent program for about 4 years led by the Windows 

Server team working closely with approximately 100 beta customers, several of whom 

actually had ACS in full production.  By this time ACS was a fully field-hardened scalable 

event collection developer platform, intended more as a toolkit for customer development 

departments than a full solution. 

 

Ultimately the decision was made to integrate ACS with System Center Operations Manager 

(SCOM), providing users the option for Windows enterprise security event auditing. 

Benefits of ACS 

Knowing how ACS started within Microsoft and grew into the solution available today, letõs 

take a look at some of the initial benefits ACS provides for organizations seeking centralized 

security log collection and auditing. One of the most alluring benefits when compared with 

traditional audit log solutions is that ACS is included and deployed with your Operations 

Manager agent. For organizations using SCOM, this drastically reduces the costs and 

infrastructure associated with deploying an enterprise auditing solution.  

ACS provides tamper resistant, secure, near real-time collection of security events which are 

compressed, encrypted, and sent to a central repository for analysis. The central repository 

processes events through a schema file that maps the event attributes to an online 

database, standardizing the event data into a normalized model for analysis and storage. 

With a secure audit infrastructure and centralized security events, organizations can 

implement routine report subscriptions on audit controls and activity as well as use the 

repository as an ad-hoc investigation tool governed by Active Directory security. The 

collected data can also be used for operational alerting on key conditions like multiple logon 

failures or domain policy changes via a WMI event stream. 

Enabling collection and use of Windows security event logs provides significant insights into 

Active Directory changes, user activity, sensitive file access, policy changes, and audit 

activity that may be required for regulatory auditing. ACS provides a new standard in 

Windows security event log collection and offers to organizations a robust foundation for 

security auditing and operations. 

 



 

Enterprise Auditing with the Audit Collection Service and Secure Vantage                                             April 2009 

Page 5 of 22 

 

Data Integrity & Security 

The ACS architecture was designed based on principals contained in the ô10 Immutable 

Laws of Security.õ In particular, the 6th immutable law of security states, òThe computer is 

only as secure as the administrator is trustworthy.ó With this in mind ACS natively provides 

no options to filter data collection at the endpoint. Instead the ACS Forwarder service listens 

to the Windows Event Log service and collects all security events in near real-time. The 

information is then compressed and encrypted for forwarding to the central Collector, where 

noise filtering can be applied to the event stream before it is inserted into the audit 

database.  

 

All data uses SLDC compression with 128-bit RC4 encryption. Forwarder connections are 

mutually authenticated with the Collector using Kerberos if member of local/trusted domain 

or TLS/SSL when using certificates. The default Forwarder to Collector traffic uses TCP port 

51909 , which can be modified as needed to suit any organizationõs internal requirements.  

 

Complementing this level of security is verbose logging to identify any issues relating to 

availability of infrastructure, disconnects, and event stream gaps. For environments 

requiring even further hardening measures, ACS can be locked down via group policy and 

can also be restricted using Active Directory and/or SQL security options. In addition, audit 

logging of the components used for hardening ACS access can be implemented.  

Event Normalization 

One of the most useful features in ACS from an auditorõs perspective is the method in which 

events are normalized and processed into a standardized database. As the security events 

are received by the Collector, they are processed via a schema file (eventschema.xml) that 

translates the event data into a standardized event header table, strings, and common 

attributes. This becomes especially useful in scenarios across Windows Server 2003 and 

2008 in use cases like Object Access auditing where Event IDs contain different strings 

across each Operating System and are normalized into standard strings for data mining and 

reporting. Event normalization also provides extreme flexibility to users optimizing ACS for 

new security event log sources and reporting against those sources. 

Performance & Scalability 

ACS is designed to be a very robust, scalable, secure infrastructure for collecting Windows 

security events. The architecture provides end users with the best option available for 

centralized Windows Security Log collection. A single ACS Collector supports up to 2,500 

events per second (EPS* ) continuous load and up to 100,000 EPS in non-sustainable short 

bursts. With a default Windows audit policy, this typically provides scalability for roughly 500 

servers per Collector depending on the load and in larger environments with multiple 

Collectors, up to 3,000 non-DC servers or 150 Domain Controllers or 20,000 workstations. 

 

*Average bytes per event over the wire =< 100 bytes 
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Reporting and Forensics 

ACS includes a series of audit reports out-of-box which provide basic forensic ability to work 

with the collected Windows Server 2000 and 2003 security event data. These reports cover 

common Active Directory audit scenarios as well as generic reports that can be modified per 

end user requirements and scheduled via subscriptions to deliver reports in PDF, XLS, CSV, 

XML and HTML format through email or to a secure file share. Two report models are also 

included, making it easier to design new reports from scratch using the SQL Server Report 

Builder.  ACS includes the following audit reports out-of-box.  

¶ Access Violation Unsuccessful Logon Attempts 

¶ Account Management Domain and Built-In Administrator Changes 

¶ Account Management Password Change Attempts by non owner 

¶ Account Management User Accounts Created 

¶ Account Management User Accounts Deleted 

¶ Forensic All Events for Specified Computer 

¶ Forensic All Events for Specified User 

¶ Forensic All Events with specific Event ID 

¶ Planning Event Counts 

¶ Planning Events Counts by Computer 

¶ Planning Hourly Event Distribution 

¶ Planning Logon Counts of Privileged Users 

¶ System Integrity Audit Failure 

¶ System Integrity Security Log Cleared 

¶ Usage Object Access 

¶ Usage Privileged Logons 

¶ Usage Sensitive Security Group Changes 

¶ Usage User Logon   
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ACS Infrastructure 
 

The Audit Collection Services includes 4 basic components which provide the foundation for 

centralized Windows security event log collection. All these components have distinct roles, 

resource requirements, and security configurations. The following information summarizes 

these components and best practices for planning your audit environment. 

Forwarder 
 Description Requirements Security 

 The Forwarder is a separate service 

from Operations Manager which  

listens to the Event Log service and 

processes Security events in near 

real-time to a Collector. The local 

security log is the forwarder queue in 

failover and connectivity outages. 

This service is disabled by default 

and enabled explicitly if the Audit 

Collection is required for the 

computer. 

Å Windows XP, 

Vista, Windows 

Server 2003 or 

2008   

Å SLDC compression 

Å 128-bit RC4 encryption 

Å Kerberos if domain-joined 

Å TLS/SSL with certificates 

Å Port 51909 to Collector 

Å Default Network Service Acct. 

 

Collector 
 Description Requirements Security 

 The Collector processes events 

received from forwarders and 

manages the queue to the Audit 

Database. The Collector hosts the 

Event Schema and manages 

Filtering controls for the data to be 

inserted into the Audit Database. 

Å Windows Server 

2003 or 2008  

Å TLS/SSL between Collector & 

Audit database 

Å Port 1433 inbound to Audit 

Database  

 

Audit Database 
 Description Requirements Security 

 

The Audit Database is the central 

repository for a single Collector. The 

database manages data insertion 

and partition maintenance. The 

audit database has a 1-1 ratio with 

an active Collector. 

Å Windows Server 

2003 or 2008 

Å SQL Server 2005 

Std  with SP1  

Å Recommend SQL 

Ent with SP2 

Å SQL Security or Windows 

Integrated Security 

Å End users require 

db_datareader rights only 

 

Report Server 
 Description Requirements Security 

 

The Reporting Server may reside 

locally on the audit database; 

however, it is recommended to run 

it remotely on a separate server 

for performance reasons. Reports 

can be accessed via Operations 

Manager Reporting or SSRS web 

interface. 

Å SCOM Reporting 

or 

Å SQL Server 

Reporting Services 

(SSRS) 

Active Directory via 

Å SCOM Reporting 

or 

Å SQL 2005 SSRS 

Å (Note the SCOM Reporting 

component requires SQL 

2005 SSRS.) 
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Best Practices 

Hardware configuration and dedicated resources play a significant role in ACS performance 

and scalability. When planning and deploying an ACS audit infrastructure there, several best 

practices help ensure implementation of a healthy ACS infrastructure. Given the purpose, 

load, and use of ACS within an organization, optimizing the Audit Database configuration is 

always recommended, including using SQL Server Enterprise, 64bit , SAN storage attached 

or 15,000 RPM disks with at least 16GB of RAM or higher. During the planning phase, 

determining the timestamp usage of the ACS infrastructure, scheduling a grooming job and 

ensuring proper capacity and storage planning using Microsoft guidance are also 

recommended.  Users will want to plan and/or review existing audit policies to ensure all 

required data will be generated for collection and do progressive Forwarder deployments 

with associated tuning of Collectors and databases. Finally, ensuring noise filters are applied 

on day one and continually tuned over time will ensure that no unnecessary data is 

collected, thereby improving end usersõ reporting experiences and storage needs. 

 

Keep in mind that in the end, the health and performance of your online ACS infrastructure 

will depend on a few key factors. The primary factor that influences load is the number of 

events being collected. This directly impacts the data insertion rate, which is bound by 

performance of your selected storage subsystem but can be further controlled via Audit 

Policies and Noise Filters. The primary factors that influence ACS performance and 

scalability are sufficient storage space and speed of disk subsystem (which also depends on 

and varies with disk RAID configuration), while the secondary factors include the ACS 

Configuration, whether or not you have shared resources, and type of SQL Server. 
 

Finally, for large ACS environments where multiple ACS Collectors should be considered, the 

following rules of thumb can be applied.  

 

Consider multiple Collectors implementation when: 

Å Auditing more than 500 servers total (DCs and Member Servers) 

Å Gateway Servers exist to support computers in DMZs 

Å Audit Forwarders are spread across multiple geographic locations  

Å Poor or limited connectivity occurs between locations where Audit Forwarders are 

implemented 

Å Disaster Recovery & Failover needs exist (requirement for high availability of ACS 

data collection) 

Å Lines of Business Requirements 

Å Audit collection for Black Sites & Isolated Environments 
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Reality of ACS out-of-box 

While ACS provides best-in-breed technology for collecting Windows security events and a lot 

of value out-of-box, additional functionalities required by enterprises and regulatory auditing 

agencies start to become apparent. We find many of these functionalities doe not exist 

because of what ACS was actually designed to do as opposed to what businesses need from 

a security auditing solution. Keeping in mind the key benefits of ACS and low entry costs, 

users still have many needs beyond the event collection. 

One of the first things users discover within ACS is that everything is manually configured 

using the adtadmin command line tool, SQL queries, and registry settings. This can be over-

burdensome for new users and increases the overhead of maintaining the audit 

infrastructure long term. In addition to managing the environment, it is very important to 

ensure ACS is healthy, available, and collecting security logs. An interruption in service could 

lead to delays and even loss of events.  

One of the biggest challenges with ACS is dealing with its inherit design as an online 

collection solution that does not really address the needs of data analysis, historical 

reporting, or archiving. Depending on the volume of events collected, database resources, 

and health, users may find that the usage of ACS data is somewhat limited with native 

reports, enables no ad-hoc investigation tools, and does not include commercial ready 

archival and restoration capabilities. 

 

Deploying multiple ACS collectors provides scalability, but users still need a centralized way 

to report on the data collected by several ACS collectors and the ability to save that data for 

historical auditing requirements. 
 

Once organizations have tamed the ACS environment and started leveraging the audit 

reports, then we find scenarios that require immediate attention and need to be alerted on 

as they occur. We also identify requirements around the security configuration of those 

windows assets. Having real time visibility into when privileged groups are modified, policies 

change, or suspicious activity occurs can be just as important as having the audit trail to 

prove it. 

 

Finally, while ACS collects all Windows security event logs, organizations still have numerous 

UNIX/Linux and network based devices as well as applications that provide security auditing 

which may also need to be centrally collected and available for reporting.  

 

Organizations that need to reduce costs, simplify infrastructure, and improve ROI now need 

to look at outside solutions to complement their existing investment in System Center 

Operations Manager and ACS. To support this need, Secure Vantage Technologies provides 

Security Auditing solutions for ACS that enable organizations to extend ACS into an 

enterprise class auditing solution. 
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Optimizing ACS with Secure Vantage 

Secure Vantage Technologies provides a suite of solutions for the Audit Collection Services 

(ACS) that support the knowledge, management, analytical and optimization needs of ACS 

enterprise customers. The Security Auditing solutions for ACS deliver a wealth of resources, 

including improved manageability, forensics and advanced analytics, archiving, historical 

reporting, and cross-platform event collection for the Audit Collection Services as shown in 

the diagram below. 
 

 

By providing the basic knowledge and resources necessary to plan, deploy, and manage 

ACS, Secure Vantage allows to focus on actually using the data collected. This is where 

Secure Vantage provides the fundamental tools to ensure the ACS infrastructure is healthy 

and enables users to take full advantage of the collected data via advanced reporting, data 

mining, and analytics. Finally, organizations looking to optimize ACS with archiving, historical 

reporting, or non-Windows event collection can leverage the optimization technologies to 

transform ACS into a true enterprise security auditing solution. 
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Free Community Downloads 

Secure Vantage offers two essential downloads that provide the community with a wealth of 

field-hardened guidance and engineering resources for the Audit Collection Services:  

ACS Master Class Series 

Now available on TechNet the ACS Master Classes provide over four hours of expert training 

on the Audit Collection Services covering everything from design and planning to access 

hardening, gateway configurations, and noise filtering. Learn from industry experts and 

Microsoft MVPs how to centralize security event log collection, analysis, and reporting across 

the enterprise using the Audit Collection Services (ACS) provided with Microsoftõs System 

Center Operations Manager. The free online ACS Master Class Series provides IT 

Administrators with essential guidance and knowledge about planning, deploying, 

maintaining, troubleshooting and optimizing ACS. From the novice to the experienced 

professional, these courses provide the real world guidance youõve been looking for. 

ACS Resource Kit 

The ACS Resource Kit includes administrative and engineering resources developed with 

Secure Vantage customers and partners to assist with planning, deploying, and maintaining 

your ACS infrastructure. This kit is updated based on community feedback and general 

maintenance of resources. 
 

Resource Kit Item  Description  

ACS Administrators Quick 

Reference  

Cheat sheet for ACS administrators that lists all the 

adtAdmin commands, ACS related performance counters, 

configurations, etc. 

ACS Database and Disk 

Planning Worksheet  

Originally posted on SystemCenterForum and Microsoft 

TechNet. Includes additional tab for Archive and Historical 

Report storage planning  

ACS Database Event 

Analysis  

Includes XLS with ODBC query for event count on active 

partition plus list of common event filters for comparison  

ACS Database Utilities  Query Active Partition, Groom Event X and more  

ACS Noise Filter Guide  General guidance, samples and AdtsEvent overview  

ACS Security Event 

Generation Scripts  

50+ scripts to auto create specific security events  

ACS Visio Stencils  ACS configuration and component stencils for Visio  

Windows 2008 Reports Light audit reporting for Windows Server 2008 events 
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Administration & Management 

Outside of Forwarder deployment and basic service monitoring, all management of ACS is 

done outside the Operations Manager console via the command prompt, SQL queries, and 

registry settings. This complicates management and in environments with multiple 

Collectors and Audit Databases can add excessive administrative overhead. Additionally, the 

importance of ensuring ACS availability and health management of the infrastructure can 

quickly become a full time job. 

The Audit Collection Admin console is an administration tool that integrates directly with the 

Operations Manager console, providing dynamic discovery and extended health monitoring 

of ACS components, performance monitoring, and centralized administration of your ACS 

infrastructure.  

The Audit Collection Admin presents rich configuration discovery information displayed in the 

traditional Operations Manager State views and also in the Admin form, providing Key 

Performance Indicators of each ACS Forwarder, Collector, and Audit Database with detailed 

configuration tables that can be copied to an external source for analysis or reported 

against. The Admin also includes default performance collection and views for all ACS 

performance counters, providing direct visibility into key tuning metrics as well as several 

health monitors that check for common configuration and performance issues that could 

impact ACS availability and/or performance. Users can now manage ACS environments with 

greater ease, reliability, and confidence. 

 
 

 

 

 
 


