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Executive Smmary

Suppor t i mypamicbudireess @fforts to address Governance, Risand Compliance
(GRCheedsand comply with regulatory acts such as Sarban€xxley, HIPAfAand PCl is a
requirement for many organizations. One of the most challenging hurdlesmplementing

an audit and compliance solution is the gathering of security event data from the many
distributed computers systems and assets governed by these regulations. System Center
Operations Manager 2007 provides the ability to centrally gather dii data from Windows
systems through a feature called the Audit Collection ServicCS) The Audit Collection
Services collects, consolidates, and reports on Windows security event log data in near +eal
time with an extensible infrastructure designed teupport centralized security log allection
across the enterprise Organzations can further enrich the AC®frastructure by archiving
collected data implementing historical reporting,employingadvanced analyticsand non
Windows eventollectionwith Secure Vantage Technologie3he combination of System
Center Operations Manager with Audit Collection Services and Secure Vantage creates
world class enterprise auditing solution.



Enterprise Auditing with the Audit Collection Service and Secure Vantage April 2009
Table of Contents
Audit Collection Services Overview 3
History of ACS 4
Benefits of ACS 4
Data Integrity & Security 5
Event Normalization )
Performance & Scalabity 5
Reporting and Forensics 6
ACS Infrastructure 7
Forwarder 7
Collector 7
Audit Database 7
Report Server 7
Best Practices 8
Reality of ACS oubf-box 9
Optimizing ACS with Secure Vantage 10
Free Community Daenloads 11
ACS Master Class Series 11
ACS Resource Kit 11
Administration & Management 12
Analytics & Reporting 13
Archiving & Restoration 14
Archiving and Historical Reporting Concepts 15
Security Alerting & Operations 16
Syslog Integration 17
Using ACS for Compliance 18
In Conclusion 19
About the Authors 20
About Secure Vantage Technologies 21
Resource Links 22

Page2 of 22



Enterprise Auditing with the Audit Collection Service and Secure Vantage April 2009

Audit CollectionServices Overview

I n todayds Ent er pompasiesneédToersureoptima perfoenmaice and
availability ofvital business services while maintaining safeguards and controls over the
assets providing thoseservices. To address this need most organizations start IT
Governance, Riskand Compliance (GRC) initiativée which monitoring assets plays a key
role in validatingenforcement ofcontrols and processes.

One common area of focus in monitoring assets s enable audit policieswhich track
specific types of activities. While this task alone can be dauntintipe bigger challenge
remains to collectthe audit information and renderit in a useful format for auditors and IT
operations. To help support this @ed, businesses can use the Audit Collection Servece
(ACS) provided with System Center Operations Manager.

The Audit Collection Servisas designed to provide secure, reliable enterprise auditing for
Windows Security Logs. ACS provides a near rale collection channel that is tamper
resistant, lightweight over the networkand optimized for centralized security logollection.
ACS delivers otthree core principles to enable enterprise auditing.

1 Compliance Centrdly collect, monitor, archive andeport on security events
1 Auditing Maintain audit trail of internal security related activities

1 Scalable & Securelnfrastructure must guarantee collection and integrity ddrge
volumes of security events

Offline Storage

Windows Devices
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History of ACS

The Audit Collection Servisg ACSktarted as project inside the Windows Server team with
the intent to provide a service that could centrally collect Windows server security events.
The nature of security events reqtes all events to be collectedvithout being initially
filtered. Atthe time, MOM 2000 was not an option as #& core functionality usedevent
filtering; only forwarding data of interest to a central repositoryDue tolarge data volume,
scalability was an issue as well. Thereforthe Windows Server team decided to build its
own platform.

The project continued as an independent program for about 4 years led by the Windows
Server team working closely with approximately 100 beta customers, several of whom
actually had ACS in full productionBythis time ACS was a fully fiellardened scalable
event collection developer platform, intended more as a toolkit for customer development
departments than a full solution.

Ultimately the decision was made to integrate AQ@@th System Center Operations Manager
(SCOM)providing users he option forWindowsenterprise security event auditing.

Benefits of ACS

Knowing how ACS started within Microsoft andegvinto the solution available todayl et 6 s
take a look at some of the initial benefits ACS providésr organizationsseekingcentralized
security log collection and auditing. One of the most alluring benefits when compared with
traditional audit log solutions is that ACS is included and deployed with your Operations
Manager agent. For organizations using SCOf¥is drasticallyreduces he costs and
infrastructure associated with deploying an enterprise auditing solution.

ACS provides tamper resistant, secure, near re@he collection of security events which are
compressed, encryptedand sent to a central repository for analysis. Theentral repository
processes events through a schema file that maps the event attributes to an online
database, standardizing the event data into a normalized model for analysis and storage.

With a secureaudit infrastructure and centralizedsecurity evens, organizations can
implement routine report subscriptions on audit controls and activigs well asuse the
repository as an aehoc investigation toolgoverned byActive Directory securityThe
collected data can also be used for operational alertingn key conditions like multiple logon
failures or domain policy changesia a WMI event stream.

Enabling collectiorand use of Windows security event logs prades significant insights into
Active Drectory changes, user activity, sensitive file access, pglichanges and audit
activity that may be required for regulatory auditing. ACS provides a new standard in
Windows security event log collection anaffers to organizations a robust foundation for
security auditing and operations.
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Data Integrity & Secuty

The ACS architecture wadesignedb ased on principals contained
Laws of Security.d I n particul adrT he hceonpuht @ rmm
only as secure as the administrator is trustwortbhgWith this in mind ACSatively provides

no options to filter data collectiorat the endpoint Instead the ACS Forwarder servidstens

to the Windows Event Log service and collects all security events in neartgaé. The

information is then compressed and encrypted for foarding to the central Collectgrwhere

noise filtering can be applied to the event stream before it is inserted into the audit

database

All data uses £DC compression with 12&it RC4 encryption. Forwarder connections are

mutually authenticated with theCollector using Kerberos imember of local/trusteddomain

or TLS/SSL when using certificates. The default Forwarder to Collector traffic uses TCP port

51909, which can be modified as needed to suitang r gani z at iregui@ments.nt er n al

Complementirg this level of security is verbose logging to identify any issues relating to
availability of infrastructure, disconnets, and event stream gaps. Foenvironments
requiring even further hardening measuresACS carbe locked down via group policy and
can aso berestricted using Active Drectory and/or SQL security optios. In addition,audit
logging ofthe components used fohardening ACS access can be implemented

Event Normalization

One of the most useful features in ACS from an audifoperspective s the method in which
events are normalized and processed into a standardized database. As the security events
are receivedby the Collectoythey are processed via schema file €ventschema.xm) that
translates the event data into a standardized event hadler table, strings and common
attributes. This becomes especially useful in scenari@eross Windows Server 2003 and
2008 in use cases likeObject Access auditing where Event IDs contain different strings
across eachOperating Systemand are normalizedmto standard strings for data miningand
reporting. Event normalizatioralso providesextremeflexibility tousers optimizingACS for
new security evenfog sourcesand reporting against those sources

Performance & Scalability

ACS is designed to be a vergbust, scalable, secure infrastructure for collecting Windows
security events. The architecture provides end usewnsth the best option available for
centralized Windows Security Log collectioA single ACS Collectsupports up to 2,500
events per secod (EPS) continuous load and up to 100,000 EPS in nesustainable short
bursts. With a default Windows audit poli¢yhis typically provides scalability for roughly 500
servers per Collector depending on the load and in larger environments with multiple
Collectors, up to 3,000 nonDC servers or 150 Domain Controllers or 20,000 workstations.

*Average bytes per event over the wire =< 100 bytes
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Reporting and Forensics

ACSincludesa series of audit reports oubf-boxwhich providebasic forensic ability towork
with the collected WindowsServer 2000 and 2003 security event daa. These reports cover
common Active rectory audit scenarios as well as generic reports that can be modified per
end user requirements and scheduled via subscriptions to deliver rap®in PDF, XLS, CSV,
XML and HTML format through email or to a secure file shaif@vo report models are also
included, making it easier to design new reports from scratch using the SQL Server Report
Builder. ACS includes the following audit reports oof-box.
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ACS Infrastructure

The Audit CollectiorServices includes 4 basic componentsvhich provide the foundation for
centralized Windows security event log collectioAll these components have distinct roles,
resource requirementsand security configurations. The following information summarizes
these components and best practices forlpnning your audit environment.

Forwarder
Description Requirements Security |
~ The Forwarder is a separateesvice A Windows XP - ASLDC compression
from Operations Manager which Vista, Windows A 128-bit RC4 encryption
listens to the EventlLog service and Server 2003 or  AKerberos if domairjoined
processes Security event near 2008 ATLS/SSL with certificates
realtime to a Collector. The local APort 51909 to Collector
/| security log is the forwarder queue in A Default Network Service Acct.
failover and connectivity outages.
This service is disabled by default
and enabled explicitly if the Audit
Collection is required for the
computer.
Collector
Description Requirements Security |
" The Collector processes events  AWindows Server ATLS/SSL between Collector &
receivedfrom forwarders and 2003 or 2008 Audit database
manages the queue to tle Audit APort 1433 inbound to Audit
Database.The Collector hosts the Database

EventSchema and manages
Filtering controlsfor the data to be
inserted into the Audit Database

Audit Database

Description Requirements Security |
' ~ TheAudit Database is the central AWindows Server A SQL Security or Windows

repository for a single Collector. Th¢ 2003 or 2008 Integrated Security

database managesdata insertion A'SQL Server 2005 AEnd users require

and partition maintenance. The Std with SP1 db_datareader rights only

audit database has a 1 ratio with ARecommend SQL

an active Collector. Ent withSP2

Report Server

Description Requirements Security |
The Reporting Server maseside A SCOM Reporting Active Diretory via

locally on tre audit database or A SCOM Reporting

however it is recommended to run  ASQL Server or

it remotely on a separate server Reporting Services ~ ASQL 2005 SSRS

for performance reasons. Reports  (SSRS) A (Note the SCOM Reporting
can be accessed via Operations component requires SQL
Manager Reporting oSSRSweb 2005 SSRS.)

interface.

Page7 of 22



Enterprise Auditing with the Audit Collection Service and Secure Vantage April 2009

Best Practices

Hardware configuration and dedicated resources playsignificant role in ACS performance
and scalability. When planning and deployinghaACS audit infrastructure thereseveral best
practices help ensureémplementation ofa healthyACSinfrastructure. Given the purpose,
load, and use of ACS within an organizatipoptimizing the Audit Database configuration is
always recommended, includig using SQL Server Enterprise, 64bit , SAN storage attached
or 15,000 RPM disks with at least 16GB of RAM or higher. During the planning phase,
determining the timestamp usage othe ACS infrastructure, scheduling grooming joband
ensuringproper capaciy and storage plaming using Microsoft guidance aralso
recommended. Users willvant to plan and/or review existing audit policies to ensure all
required data will be generated for collection and do progressive Forwarder deployments
with associated tunirg of Collectors and database Finally ensuring noise filters are applied
on day oneand continually tuned over time will ensure that no unnecessary data is
collected, thereby improvingend usergreporting experiencs and storageneeds.

Keep in mind thd in the end, the health and performance of your online ACS infrastructure
will depend on a few key factors. Tharimary factor that influencedoad is the number of
events being collected. This directly impactbe data insertion rate which is bound by
performance of your selected storage subsystem but can be further controlled via Audit
Policies and Noise Filters. The primary factors that influence A@3formanceand
scalabilityare sufficient storage space and speed of disk subsystefwhich also depend on
and varies with disk RAID configurationyvhile the secondary factors include the ACS
Configuration, whether or not you have shared resourcesd type of SQL Server.

Finally, for large ACS environmentehere multiple ACS Collectorshould be consideed, the
following rules of thumb can be applied.

Consider multiple Collectorsmplementationwhen:

Auditing more than 500 servers total (DCs and Member Servers)

Gateway Servergxistto support computers inDMZs

Audit Forwarders are spread across multg geographiclocations

Poor or limited connectivitypccursbetween locations where Audit Forwarders are
implemented

Disaster Recovery & Failovereeds exist (requirement for high availability of ACS
data collection)

Lines of Business Requirements

Audit mllection forBlack Sites & Isolated Environments

To Po o Do o Do Do
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Reality of ACS oubf-box

While ACS providebest-in-breed technology for collecting Windows security events aadot
of value outof-box additional functionalities required byenterprises and regulatoy auditing
agenciesstart to become apparent. We find many of thedeinctionalities doe not exist
because ofwhat AGS was actually designed to do as opposed what businesses need from
a security auditing solutionKeeping in mind the key benefits of AC&d low entry costs,
users still have many needs beyond the event collection.

One of the first things users discover within ACS is that everything is manually configured
using theadtadmin command line tool, SQQueries, and regstry settings. This can bever-
burdensome for new users and increases the overhead maintaining the audit
infrastructure long term. In addition to managing the environmerit is very important to
ensure ACS is healthy, availableand collecting security logs. An interruption service could
lead to delays and even loss of events.

One of the biggest challenges with ACS is dealing with its inherit design as an online
collection solutionthat does not really address the needs of data analysis, historical
reporting, or archiving. 2pending on the volume of events collected, database resources
and health, usersmay find that the usage o ACS data is somewhat liited with native
reports, enables no aehoc investigation toolsand does not include commercial ready
archival and restoraion capabilities.

Deployingmultiple ACS collectors provides scalabiljtput users still need a centralized way
to report on the data collected by several ACS collectors atite ability to savethat data for
historical auditing requirements.

Once orgaieations have tamed the ACS environment and started leveraging the audit
reports, then we find scenarios that require immediate attention and need to be alerted on
as they occur We also identifyrequirements around the security configuration of those
windows assets. Having real time visibility into when privileged groups are modified, policies
change or suspicious activity occurs can be just as important as having the audit trail to
prove it.

Finally, while ACS collects all Windows security event logganizations still have numerous
UNIX/Linuxand network based devicess well asapplications that provide security auditing
which may also need to be centrally collected and available for reporting.

Organizations thaineedto reduce costs, simplify infastructure, and improve ROI now need
to look at outside solutions to complement their existing investment in System Center
Operations Manager and ACS. To support this ne&kcure Vantage Technologies provides
Security Auditing solutions for ACS that ena&bbrganizations to extend ACS into an
enterprise class auditing solution.
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Optimizing ACS with Secure Vantage

Secure Vantage Technologies provides a suite of solutions for the Audit Collection Sesvice
(ACS) that support the knowledge, management, analgi@nd optimization needs of ACS
enterprise customers The Security Auditing solutianfor ACS delivea wealth of resources
including improved manageabilityforensics and advanced analyticsrchiving,historical
reporting, and crossplatform event colection for the Audit Collection Servigeas shown in

the diagram below.

ACS Resource Kit

Historical &
Multi-Collector
Reporting

Syslog /,&%W
s § ;6

Data Mining

Health

Compliance = g ———— —~ Monitoring
Reporting E e == o | e

Forensic &

! )

By providing the basic knowledge and resources necessary to plan, depénd manage

ACS Secure Vantage allows téocus on actually using the data collected. This is where
Secure \Antage provides the fundamental tools to ensure the ACS infrastructure is healthy
and enables users to take full advantage of the collected data via advanced reporting, data
mining, and analytics. Finally, organizatianlooking to optimize ACS withrahiving, historical
reporting, or nor'\Windows event collection can leverage the optimization technologies to
transform ACS into a true enterprise security auditing solution.
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Free Community Downloads

Secure Vantageoffers two essential downloads that providente community with a wealth of
field-hardened guidance and engineering resources for the Audit Collection Sersice

ACS Master Class Series

Now available on TechNehie ACS Master Classes provide over fohours of expert training

on the Audit Collection 8rvices covering everything from design and planning to access

hardening, gateway configurationsand noise filtering.Learn from industry experts and

Microsoft MVPs how to centralize security event log collection, analyaisd reporting across

the enterprise using the Audit Collection Servis ACS) provi ded with Micr
Center Operations Manager. The free online ACS Master Class Series provides IT

Administrators with essential guidance and knowledge about planning, deploying,

maintaining, trowbleshooting and optimizing ACS. From the novice to the experienced
professional, these courses provide the real

ACS Resource Kit

The ACS Resource Kit includes administrative and engineering resourdegeloped with
Secure Vantage customers and partnen® assist with planning, deployingand maintaining
your ACS infrastructureThis kit is updated based on community felbback and general
maintenance ofresources.

Resource Kit Iltem Description

ACS Administrators Qck Cheat sheet for ACS administrators that lists all the

Reference adtAdmin commands, ACS related performance counters
configurations, etc.

ACS Database and Disk Originally posted on SystemCenterForum and Microsoft

Planning Worksheet TechNet. Includesadditional tab for Archive and Historical
Reportstorage planning

ACS Database Event Includes XLS with ODBC query for event count on active

Analysis partition plus list of common event filters for comparison

ACS Database Utilities Query Active Partibn, Groom Event X and more

ACS Noise Filter Guide General guidance, samples and AdtsEvent overview

ACS Security Event 50+ scripts to auto create specific security events

Generation Scripts

ACS Visio Stencils ACS configuration and component stensifor Visio

Windows 2008 Reports Light audit reporting for Windows Server 2008 events
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Administration & Management

Outside of Forwarder deployment and basic service monitorjrai management of ACS is

done outside the Operations Manager console viae command prompt, SQL queriesand
registry settings. This complicates management and in environments with multiple

Collectors and Audit Databases can add excessive administrative overhead. Additionally, the
importance of ensuring ACS availability and &kh management of the infrastructure can
quickly become a full time job.

TheAudit Collection Admin consoles an administration tool tha integrates directly with the
Operations Manager onsole, providing dynamic discovery and extended health monitoring
of ACS components, performance monitoringnd centralized administration of your ACS
infrastructure.

TheAudit Collection Admimpresents rich configuration discovery information displayed in the
traditional Operations Manager State views and also in tifemin form providing Key
Performance Indicators of each ACS Forwarder, Collectord Audit Database with detailed
configuration tables that can be copied to an external source for analysis or reported
against. The Admin also includedefault performancecollection and views for all ACS
performance counters providing direct visibility into key tuning metrics as well as several
health monitors that check for common configuration and performance issues that could
impact ACS availability and/or performancédJsers can now manage ACS environments with
greater ease, reliabilityand confidence.

_—
~_ Secure Vantage ACS Collector Stats properties of SVT\SVTHOU-HP10$

Name SVT\SVTHOU-HP 108

Path name SYTHOU-SCOMO 1.SVT.local\SVTHOU-
SCOMO01,5VT.local\SVT\SVTHOU-HP10%

Value 1

SID 5-1-5-21-3748326991-1665906239-2892652919-3611

Name SVT\SVTHOU-HP 10§

GroupID Default

Version 8

Connected 1

Total Transmitted Events 1418

d Events 522718

511

62549

11456

0.124

0

verage time to collector(in ms) 2858

onnect Time 2008-07-15 13:41:24.6496
2008-07-15 16:52:20.858
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