Security MP Fundamentals
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Security Management

Management Features
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Windows Security Auditor
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200+ Security Event Rules
130+ Security Setting Rules

Extensive Knowledge Content
Monitoring Templatese Group Member Added to X
Operations Views & Security Health Monitoring

Account Management
Account Misuse

Audit & Accountability
Directory Services
Logon Failures

Policy Changes
Privilege Use
Sensitive Data Access
SystenEvents
WindowsFirewall

Group Policy Auditor
@  Account Management

@ Applied GPOs

@  Account Lockout Policy

@ Password Policy

@ Kerberos Policy

@  Audit Policy

@ User Rights Assignments
@  Security Options

@ Event Log Policy

@ Registry Keys

@  SysVoAuditing
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GPO Auditing
@ GPO Changes
@ RSoMiscovery

@ Policy Changes &
Impact Analysis

@  Setting Changes: who
changed, previous &
current values, history



Security MP Release History

A April 2008, Package 3.0.6200.x
I Initial RTM launch

A June 2008, Package 3.0.6500.x

I Base Library update to resolve discovery failures and introduce
Security MP Templates

A December 2008, Package Content Update
I Updated to WSA 3.0.6600.0, extended rules
I Added Group PolidgSoRReport
I AddednonACSSMB Reporting

A February 2009, Package).6630.0

I Base Library updated to resolve agéeds issue, license service
enhanced, Win2008 discovery added

I WSA Win2008 Beta Rule Set (74 new rules)



SecurityMP Components

Management Pack Current | Description
(Asseen in SCOM console) Version

Secure Vantage Library 3.0.6630.0  Base library that providdi&censing, discoveries and roc
views for MPs

Secure Vantage Group Policy Auditor 3.0.6630.0  Provides discovery for GPO applied policied RSoP

(Discovery) configuration data
Secure Vantage Group Policy Auditor 3.0.6630.0  Provides synthetic monitoring rules, health monitors
(Monitoring) and alerting for Group Policy auditing

Secure Vantage Security Auditor Override 3.0.6630.0  Unsealed MP to store all overrides
(Custom)

Secure Vantage Security Templates 3.0.6630.0  Provides MP Templates for specific controls agd
case auditing

Secure Vantage Windows Security Audito 3-0.6630.0  Provides monitoringules, health monitors and primary
views for Security Event alerting

Secure Vantage Windows Security Event 3.0.6630.0  Provides event collection rules for light security
Collection reporting, intendedfor SCE. Not installed by default.

SecureVantage.Security.License.Server  Provides licensing information for products to function properly



Discoveries, Groups & Targets

Discovery

A SCOM script used to discover objects available for
monitoring via Security MPs, Targets

T Not all discoveries are enabled eoif-box
I By default discoveries run once a day in AM

Groups
A SCOM logical entity used to enable monitoring
A Manage manually or set dynamic membership rule

Targets
A Target objects for rules and monitors, server roles



Rulesvs Monitors

A Health Monitors only trigger Rule & Monitor Severity Delta
Alerts on state changes sty e LT e ae

A Security auditing requires £l £
Alerting per event instance 3 — 0

A Rules allow alerting on each /

Instance of event condition

A Combination of Monitors and
Rules enables reliable alerting ech Tip:
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Failure Audits, Audit Log Events,
Logon Failures, Key Controls

Admin GroupChanges, Lochlser
& Group Changes, Policy Change

Domain User & Group Changes

will not impact Alert generation via Rules.

Tech Note:

AWSA has Monitors for core enabled Rules only

AGPA has Monitors for core Rules and all GPO Settings
ASecurity MP Templates add Rule and Monitor per control



Knowledge Articles

Industry Expert Guidance
= MS Security MVP

RandyFranklin Smith (

s MS Group PolicMVP
Jeremy Moskowitz

s MS Compliance Expert
TonyNoblett

Microsoft Guidance

= Solution Accelerators

= Hardening Guides

Online Links & Resources

= TechNet

= Online Security Encyclopedia
www. UltimateWindowsSecurity.com

Hyperlink to Views
in SCOM console


http://www.ultimatewindowssecurity.com/

