
Enterprise auditing for the Audit Collection Service

ACS Archiving and Historical ReportPlanning



Agenda

ÅThe Need for Archiving & Historical Reporting

ÅAudit Collection ArchiverÊOverview

ÅPlanning your Archive Environment

ÅDeploying the Archiver

ÅFrequently Asked Questions



The Need for Archiving & Historical Reporting

Audit Requirements
ÅCollect and store security information
ïCommon needs are 90 days to 13 months

ïGovernment entities ς1, 3 or 7 yrs to indefinite

ÅNeed ability to easily and quickly report on stored information

ÅOptimized Collection
ïHigh Volume Transaction

ïReal-Time Collection

ïMinimal Network Traffic

ïMinimal Data Footprint

ïOptimal online storage

ÅLimitations
ïOnly Short Term Storage

ïNo Archiving or Restoration

ïOnly provide basic Reports

ïMulti-collector Reporting

ïReporting only for Win2003

ïOnly collects Windows Security Logs 

Audit Collection Service



Archiving & Historical Reporting Concepts
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Audit DB

Account Logon
Account Management
Directory Services
Logon Logoff
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Online Reporting
7 - 31 Days Online

Groom by Age

Offline Storage
1 Year+ Archives

Local/Remote Storage
Multiple Media Options
Built-In CRC & Encryption

Groom by Age

Historical Reporting
30+ Days Near-Online
(Regional or Central)

Historical 
Audit DB

Groom by Age
& Specific Events

All Above +
Historical Event Data
Ad-Hoc Restoration
Multi-Collector Reporting



Audit Collection ArchiverÊ

ÅExporter Module
ÅDaily Partition Archival
ÅBuilt-In CRC & Encryption
Å5-8x Compression Ratio
ÅPer Collector
Database Archiving and Compression

DB Size File Size Time Hours Ratio

1.00 0.12 0.02 8.42

6.89 1.23 1.38 5.59

11.04 1.62 2.20 6.81

40.88 10.99 10.07 3.72

Å Loader Module

ÅRestore Archive sets to 
Historical database

ÅPartitions Reindexed

ÅSupports loading from 
multiple collectors

ÅLoad Manager console

ÅPer Historical DB Server, 
UI console per client

Storage savings and ROI analysis

Daily Savings at $6 gig 90 Days 1 year 7 years

0.88 $       5.29 $     476.39 $    1,932.01 $        13,524.06 

5.66 $     33.94 $  3,054.84 $  12,389.06 $        86,723.42 

9.42 $     56.51 $  5,085.64 $  20,625.10 $       144,375.70 

29.89 $   179.34 $16,140.64 $  65,459.27 $       458,214.89 



ArchiverArchitecture Overview
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Before online data partitions get groomed 
they are written to compressed text files for 

near-line storage and can eventually be 
moved to preferred offline storage. Near-line 

storage can be accessed on-demand 
supporting ad-hoc investigations and 

historical reporting needs

Review & select Data Partitions to be loaded 
into historical DB

Job Scheduling Available



Archiver Planning

ÅWhen to consider a historical DB?
Å Report across multiple collectors

Å Reporting on time spans greater than your online audit retention

Å Storing more than 31 days of data in online audit database

Å Want to reduce data required in online database for reporting

Å Want to run reports against Archived data (ad-hoc usage)

ÅBenefits of Historical Database
Å Enables reporting across Collectors

Å Reporting optimized with indexing

Å No active partition but always 24 - 48hrs behind

Å Historical DB can hold data indefinitely

Å Based on available storage 

Å SQL Limitations, SQL Server has max of 256 unions

ÅArchive Destination
Å Recommend UNC Paths

Å Export to local drive then transfer as desired



Historical Audit DB

ArchiverHistorical Database Overview

Historical 
Auto-Load

Adhoc-Load
Grooming by 
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Historical
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Adhoc
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Optimized 
Indexing

With Auto-Load the 
Historical database is still 
24 ς48 hours behind the 
Online Audit database
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SummaryData 
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ArchiverSP2
Features

SP2 scheduled to release April 09


